


Secure Bootloader
for Confidential Computing

Jiewen Yao, Intel
Ken Lu, Intel



Notices & Disclaimers
• Intel technologies may require enabled hardware, software or service activation.

• No product or component can be absolutely secure.

• All product plans and roadmaps are subject to change without notice. 

• The products described may contain design defects or errors known as errata which 
may cause the product to deviate from published specifications.  Current 
characterized errata are available on request.

• Intel disclaims all express and implied warranties, including without limitation, the 
implied warranties of merchantability, fitness for a particular purpose, and non-
infringement, as well as any warranty arising from course of performance, course of 
dealing, or usage in trade.



Agenda

• Measurement and Trust Chain         
• Attestation and Disk Decryption



Confidential Computing in Cloud Usage

QemuLibvirt

OVMF (Open Virtual Machine Firmware)

Bootloader (shim/grub)

VM Workloads in VM OS

Kernel/Initrd

Bare Metal Host

VM Guest

Cloud Hypervisor

Container

Bare Metal Host

Simplified VM Guest

TD-shim

Kernel/Initrd

Container

Confidential VM Use Case Confidential Container Use Case

Tenant

CSP



Measurement for Attestation
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TDREPORT and Measurement
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Refer: https://github.com/tianocore/edk2/blob/master/MdePkg/Include/IndustryStandard/Tdx.h
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UEFI Confidential Computing Interface
• Interface

• EFI_CC_MEASUREMENT_PROTOCOL
• Abstract the measurement for virtual firmware in confidential computing environment. 

• Similar to TPM2: EFI_TCG2_PROTOCOL
• CCEL ACPI Table

• Provide the CC event log to the operating system.
• Similar to TPM2: TPM2 ACPI table

• Code
• EDKII - CcMeasurement

• https://github.com/tianocore/edk2/blob/master/MdePkg/Include/Protocol/CcMeasurement.h

• Shim Enabling (Thanks Robbie Harwood)
• https://github.com/rhboot/shim/commit/4fd484e4c29364b4fdf4d043556fa0a210c5fdfc

• Grub Enabling (Thanks Daniel Kiper)
• https://git.savannah.gnu.org/cgit/grub.git/commit/?id=4c76565b6cb885b7e144dc27f3612066844e2d19

• Specification
• Intel GHCI specification (published)

• https://cdrdv2.intel.com/v1/dl/getContent/726790
• UEFI Confidential Computing Extension

• UEFI 2.10 - https://uefi.org/specs/UEFI/2.10/38_Confidential_Computing.html#confidential-computing
• ACPI 6.5 - https://uefi.org/specs/ACPI/6.5/05_ACPI_Software_Programming_Model.html#cc-event-log-acpi-table

https://trustedcomputinggroup.org/resource/tcg-efi-protocol-specification/
https://trustedcomputinggroup.org/resource/tcg-acpi-specification/
https://github.com/tianocore/edk2/blob/master/MdePkg/Include/Protocol/CcMeasurement.h
https://github.com/rhboot/shim/commit/4fd484e4c29364b4fdf4d043556fa0a210c5fdfc
https://git.savannah.gnu.org/cgit/grub.git/commit/?id=4c76565b6cb885b7e144dc27f3612066844e2d19
https://cdrdv2.intel.com/v1/dl/getContent/726790
https://uefi.org/specs/UEFI/2.10/38_Confidential_Computing.html#confidential-computing
https://uefi.org/specs/ACPI/6.5/05_ACPI_Software_Programming_Model.html#cc-event-log-acpi-table


CC Measurement Flow in Pre-Boot
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Dump CC Event Log

• Pytdxmeasure (https://github.com/intel/tdx-
tools/tree/main/utils/pytdxmeasure ) 
retrieve/print the TDREPORT and CC Event log 
within TDX guest.

• Event log example for Direct Boot
• Event log example for Grub2 Boot

https://github.com/intel/tdx-tools/tree/main/utils/pytdxmeasure
https://github.com/intel/tdx-tools/blob/main/doc/measure_log_direct_boot.txt
https://github.com/intel/tdx-tools/blob/main/doc/measure_log_grub_boot.txt


Measurement in Td-Shim
• Td-Shim: a lightweight TDX shim firmware

• Support confidential container or service TD
• Support kernel direct boot
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Agenda

• Measurement and Trust Chain
• Attestation and Disk Decryption  



Attestation for Confidential Computing
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Considerations for Disk Decryption in 
Launch Time
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Pre-Boot Disk Decryption
Attestation Agent in pre-boot OVMF for FDE
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Pros
- Simplify Tenant effort
- Flexible to support decryption in 

different stags like decryption agent in 
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- Modifications involving multiple 

components
- Attack surface is bigger in OVMF
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Refer: Storage-Volume-Key is defined in GHCI specification chapter 4.4 or ACPI  6.5
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https://github.com/tianocore/edk2/blob/master/NetworkPkg/TlsDxe/TlsProtocol.c
https://www.intel.com/content/www/us/en/developer/articles/technical/intel-trust-domain-extensions.html
https://uefi.org/specs/ACPI/6.5/05_ACPI_Software_Programming_Model.html#storage-volume-key-location-table


Early-Boot Disk Decryption
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Linux TDX MVP Stack
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Kubernetes Use Case
• TDX MVP Stack: github.com/intel/tdx-tools

• VM Orchestrator:
• Launch TD VM via qemu & libvirt
• Direct boot & Grub boot
• Secure boot & measured boot
• OS runtime attestation
• Launch time attestation (WIP)

• Kubernetes Orchestrator (WIP):
• Confidential Container (CNCF): 

Launch/Manage confidential container in 
TDVM transparently

• Kubevirt: Launch/Manage the TDVM 
explicitly

TDVM

Kubevirt
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https://github.com/intel/tdx-tools



