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Kernel TEE subsystem evolution
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A Trusted Execution Environment (TEE) is an isolated execution environment running alongside an operating
system. It provides the capability to isolate security-critical or trusted code and corresponding resources like
memory, devices, etc. This isolation is backed by hardware security features such as Arm TrustZone, AMD
Secure Processor, etc.

This session will focus on the evolution of the TEE subsystem within the kernel, shared memory management
between the Linux OS and the TEE, and the concept of the TEE bus. Later, we’ll look at its current applica-
tions, which include firmware TPM, HWRNG, Trusted Keys, and a PKCS#11 token. Along with this, we will
brainstorm on its future use-cases as a DRTM for remote attestation, among others.
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